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ABSTRACT

The state of the art steganalytic features for spatial domain, and to some extent for transfer domains (DCT) as
well, are based on histogram of co-occurrences of neighboring elements. The rationale behind is that neighboring
pixels in digital images are correlated, which is caused by the smoothness of our world and by the usual image
processing. The limitation of the histogram-based features is that they do not scale well with respect to the
number of modeled neighboring elements, since the number of histogram bins (hence number of features) depends
exponentially on this quantity.

The remedy adopted by the prior art is to sum values of neighboring bins together, which can be seen as a
vector quantization controlled by the position of the quantization centers. So far the quantization centers has
been determined manually according to the intuition of the steganalyst. Here we propose to use Linde, Buso,
and Gray algorithm in order to automatically �nd quantization centers maximizing the detection accuracy of
resulting features. The quantization centers found by the proposed algorithm are experimentally compared to the
ones used by the prior art on the steganalysis of Hugo algorithm. The results show a non-negligible improvements
in the accuracy, especially when more complicated �lters and higher-order histograms are used.

1. INTRODUCTION

The state of the art steganalytic features, especially for spatial domain, rely on histogram of co-occurrences.
The potential of this approach has been probably �rst investigated in17,21 by using Markov models. Albeit the
reported results were promising, almost no progress has been done until the introduction of SPAM features14

designed to break the LSB matching algorithm. Later on, SPAM features have shown to be e�cient in breaking
YASS algorithm,19 especially after they have been augmented by Cartesian-Calibrated PF274 features.10 The
histogram of co-occurrences based features has been further improved during BOSS contest introduced to break
HUGO algorithm.15 The �Hugobreakers� team created steganalyzer, which extracted co-occurrence features of
3 and 4 elements from image residues calculated by using large number of �lters.7,11 Their concept called �rich
models� has proven to be very e�cient for steganalysis in spatial and transformed domain as well.

The above short summary shows that the contemporary steganalysis relies on histogram of co-occurrences.
This promising approach is limited by number of histogram bins, which depends on the dimension of the histogram
(number of modeled co-occurring elements), and complexity of the image �lter (use to improve signal to noise
ratio). The number of histogram bins bins grows exponentially with respect to histogram's dimension and linearly
with respect to the complexity of the �lter.

The prior art used two approaches to decrease number of histogram bins. While the �rst approach used
subset of histogram bins directly as steganalytic features,14,20 the second combined neighboring histogram bins
together.7,17 From the machine learning point of view, the �rst approach can be seen as a form of feature
selection, the second one as a form of feature extraction process. In both cases, the bins were either selected or
combined by hand without any optimization.

From results of the prior art we can conclude that combing neighboring histogram bins together is better
then selecting their subset, thus this approach is investigated in this paper. We argue the this problem is in its
essence a vector quantization problem allowing us to convert the feature extraction problem to the problem of
designing a vector quantizer (i.e. search for optimal quantization bins). For this problem an e�cient algorithm
exist,2 which albeit not being designed for feature extraction, can be used due to unique properties of digital
images. We also proposes a variant of the algorithm designed to highlight di�erences in probability distributions
of cover and stego images.



Figure 1: Schematics of the permutation (step 2) operating along minor diagonal line.

The proposed algorithm(s) are not designed as a replacement of general feature selection / extraction algo-
rithms. Their aim is to optimize the position of quantization centers to maximize the accuracy of the steganalysis.
This should simplify the use of more complicated �lters and it also enables to use more sophisticated machine
learning algorithms, which cannot deal with a huge dimension of unquantized histograms,

In the experimental section, the proposed algorithms are used to �nd quantization centers for histograms of
co-occurrences of 3 and 4 elements and for �lters of orders 1,. . . ,67 (see Table 1) to detect the Hugo algorithm.15

The founded quantization centers were compared to the quantization centers used in the prior art (determined
by steganalyst's intuition). The experimental results show that the quantization centers found by the proposed
solution are almost always better then the ones used in the prior art.

This paper is organized as follows. The next section formalizes the feature extraction process followed by
vast majority of contemporary features. Section 3 introduces the problem of histogram quantization, for which
heuristic solutions are proposed in Section 4. Section 5 contains the experiments. Finally, the paper is concluded
in Section 6.

2. FORMAL MODEL OF FEATURE EXTRACTION

It is rather surprising that the calculation of most state of the art steganalytic features∗ follows the similar
pattern, which can be broken down into four steps: (a) �ltering an image with a �lter, (b) permuting �ltered
elements, (c) calculating histogram, and (d) down-sampling of a histogram. Also this scheme has been already
used in the prior art, Gül et al.8 describes these steps explicitly with the goal to optimize several parameters of
this process to improve the sensitivity of features to detect particular steganographic algorithm. The rationale
behind the steps is following:

1. Image �ltering is used to increase the signal-to-noise ratio, where the signal is steganographic changes intro-
duced by the embedding and the noise is the image content (i.e. Eve wants to suppress the image content).
The simplest �lter is the edge detector

[
+1 −1

]
, but more sophisticated �lters were already used in

the prior art.9,11,12 Here, we would like to point out that the DCT, Wavelet, and other transformations
involved in calculation of some features sets can be seen as a simultaneous application of multiple �lters.

2. The permutation is introduced mainly to simplify the notation of the calculation of the histogram of
co-occurrences (following steps), which are usually calculated along di�erent paths. With the help of
the permutation, we can write the calculation of histograms as an operation on sets of vectors, V =
{vi ∈ Rmi |i ∈ {1, . . . , l}} , of variable length. The most popular permutations order elements such that the
histograms are calculated along horizontal, vertical, minor and major diagonal (Shi et al.17). Other scans
certainly exists, e.g. scan along the Hilbert curve, zig-zag, etc. An example of the permutation operating
along minor diagonal is in Figure 1.

∗By blind we mean that the steganalytic features can detect more than one algorithm.



3. With the help of the permutation introduced in the previous step, histogram of co-occurrences of t elements
extracted from an image x is calculated as

Fj(x) =
1
Z

l∑
i=1

mi−t∑
k=1

Idj
(vi,k, . . . , vi,k+t), (1)

where Z =
∑l

i=1mi−t is the normalization, d ∈ Rt denotes the bin of the histogram, and Id(vi,k, . . . , vi,k+t)
is the indicator function

Idj (vi,k, . . . , vi,k+t) =

{
1 if (vi,k, . . . , vi,k+t) = dj ,

0 otherwise.
(2)

The set of all histogram bins is denoted as D = {di ∈ Rt}si=1 .

4. Finally, the histogram is down-sampled to produce �nal set of features. The down-sampling is necessary,
because the number of histogram bins grows exponentially with the number of modeled co-occurrences,
and due to the curse of dimension, bins cannot be directly used as features. The most common form of
down-sampling is to omit less populated histogram bins (e.g. SPAM features14) or to add less populated
bins to more populated bins (e.g Markov features17), and using symmetries.12

Although the above list of steps is not exhaustive (features can be for example use calibration6), they are in
some form present in the extraction mechanism of almost all steganalytic features.

Let's now imagine that Eve knows the steganographic algorithm Alice and Bob uses and she wants to optimize
every step in the feature extraction process in order to maximize the sensitivity of her detector (features). The
simultaneous optimization would be probably di�cult, computationally expensive, and there will be a danger of
over-�tting. As a remedy to these issues, she performs the optimization of individual steps independently.

The focus of this paper is on the fourth step, namely on the quantization. The goal is to �nd function
projecting high-dimensional histogram (imagine histogram of co-occurrences of four, �ve, etc. elements) to its
quantized version such that the loss of information important for steganalysis is minimized.

3. HISTOGRAM QUANTIZATION

Let start by introducing the needed notation related to histograms. Throughout the paper it is assumed that
the �lter in step 1, permutation in step 2, and the number of modeled elements (we call it dimension of the
histogram), t, in step 3 are �xed and known beforehand. By virtue of these assumptions, the set of all histograms
bins, D = {di ∈ Rt}si=1 , in (2) is �nite. Given an image, x, steps 1�3 in the feature extraction process (this
means �ltering, permutation, and the calculation of the histogram) can be viewed as a projection, F : X 7→ Rs,
from the space of all images, X , to the Euclidean space Rs, where s denotes the number of histogram bins. s is
determined by the number of colors in digital images, chosen �lter, and dimension of the histogram. In practice,
s can be in order of tens of millions and therefore the number of histogram bins needs to be reduced, which will
be done in this case by the quantization.

3.1 Quantization

Let Q = {qi ∈ Rt|i ∈ {1, . . . , nq}} denotes the set of quantization points in Rt. Then, by quantization of F(x) to
Q, we understand Q = {Q(qi)}di=1 such that

Q(qi) =
∑

dj∈NN(qi)

Fj(x), i ∈ {1, . . . , nq},

where NN(qi) denotes the set of nearest neighbors of qi, i.e.

NN(qi) = {dj ∈ D |(∀k) (‖dj − qi‖ ≤ ‖dj − qk‖)} .



Since the histogram (1) in step 3 is not quantized, it can be assumed it carries all the information potentially
useful for steganalysis (for a given combination of �lter, permutation, and dimension of the histogram). By its
quantization to Q, some of the information is lost and the goal is to �nd quantization centers Q such that this
loss would be minimal.

The quantization together with the projection F and probability distribution functions (pdfs) of cover, pC ,
and stego objects, pS , on X implicitly de�nes pdfs pDC and pDS , on the quantized space Rnq . The goal of minimizing
the information loss during quantization can be stated as a maximization of KL-divergence

max
q1,...,qd

DKL(pDc ‖pDs ) =
ˆ

Rd

pDC (x) log pDC (x)dx−
ˆ

Rd

pDC (x) log pDS (x)dx. (3)

The direct optimization of (3) is impossible from many reasons: (a) the dimension of the optimization problem
is very high (d × t), (b) the optimization problem is not continuous due to the nearest-neighbor operation, (c)
the pdfs pc and ps on X are not known, hence all the quantized pdfs pDC and pDS are not known either.

The lack of knowledge about pc and ps is usually resolved by estimating the quantity using set of samples.
In this case, the KL-divergence can be estimated by using the KNN estimator.4,18 Let X = {xi}Di=1 and
Y = {yi}Di=1 denote set of D cover, and D stego images respectively. Let ρk(X, z) and ρk(Y, z) denote the
radius of the smallest ball in the quantized space Rnq containing exactly k samples from X and Y, respectively.
Then,

D̂KL(pDc ‖pDs ) = log
D

D − 1
+
nq

D

(
D∑

i=1

log ρk(X, xi)−
D∑

i=1

log ρk(Y, xi)

)
(4)

is a consistent and asymptotically unbiased estimator of the KL divergence as long as k/D → 0, k ≥ nq, and
k → ∞ as D → ∞. For large D, the �rst term is approximately zero. The second and the third terms are
estimates of the entropy H(pDc ) and the cross-entropy Hx(pDc , p

D
s ).

The accuracy of KNN the estimator (4) has been experimentally investigated in steganographic settings16

with the conclusion that its accuracy is not su�cient to verify the security of steganographic scheme. But (4)
provide us with the intuition for the optimization problem (3) that the quantization centers Q should be chosen
such that distances between feature vectors extracted from cover images would be small and distances between
feature vectors extracted from cover and stego images would be large.

The optimization criteria based on the above thoughts can be formalized as

max
q1,...,qd

d∑
i=1

 ∑
cj∈NN(qi)

∑
x∈X
Fj(x)−

∑
y∈Y
Fj(y)

2

. (5)

It maximizes the L2 distance between average cover and stego feature vectors estimated from a set of samples.
Although the optimization problem (5) is oversimpli�ed (e.g. it does not take into account correlation between
features), it is still di�cult to be solved due to high dimension and the optimization function not being continuous.
Consequently, we resort to heuristics introduced in the next section.

4. HEURISTIC SOLUTIONS

Histograms of �ltered digital images† have some unique properties, which are exploited by the proposed heuristic
approaches to the quantization problem described in the previous section. The histograms usually have large
number of bins, but only few of them are populated enough to present a robust features for steganalysis. Values
of many bins extracted from cover and from the same stego images are essentially the same, making them useless
for steganalysis. Third, the histograms are smooth in the sense that bins close together often have similar values.

†Here, we assume �lters suppressing image content and enhancing steganographic noise.
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(a) pc, �lter [+1,−1]
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(b) pc, �lter [+1,−4,+6,−4,−1]
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(c) pc − ps, �lter [+1,−1]
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(d) pc − ps, �lter[+1,−4,+6,−4,+1]

Figure 2: (a), (b) Average probability of two neighboring residues (t = 2) in 100 cover images. (c), (d) normalized
di�erence of average probability of two neighboring residues (t = 2) in cover and stego images. All probabilities
were estimated from residues using �lters [+1,−1] and [+1,−4,+6,−4,−1]. Histograms were estimated from
100 pairs of cover and the same stego images embedded by Hugo15 algorithm with payload α = 0.4 and T = 80.



Figures 2(a,b) shows the probability of two neighboring residues (t = 2) in cover images by using �lters
[+1,−1] and [+1,−4,+6,−4,−1]‡ and calculated along horizontal and vertical direction. We can see that most
of the information about covers is located in the small area around center point [0, 0]. The probability very
quickly decreases with the distance from the origin. Similar behavior was observed for �lters [+1,−2,+1] and
[+1,−3,+3,−1].

Figures 2(c,d) shows the di�erence in probability of two neighboring residues (t = 2) in cover and stego images
calculated under the same conditions. For both �lters, we can observe a sharp peak in zero with minimums and
maximums located along major diagonal. Again, the similar behavior was observer for �lters [+1,−2,+1], and
[+1,−3,+3,−1].

In both cases, most of the information (about cover images and about the di�erence between cover and stego
images) are located in the small region around zero and along the major diagonal. It is surprising that almost
no information is located along minor diagonal, but this might be a unique property of the chosen �lters.

Recall now our goal, which is to �nd nq quantization centers, such that they well characterizes the di�erences
between probability distributions in cover and stego images. With the respect to the above, these bins should be
located (a) in areas with high probability and (b) in areas with high di�erences between cover and stego objects.
In the rest, we propose two approaches toward the goal.

4.1 Modeling the cover distribution

Let's simplify the problem by focusing on the best characterization of cover distribution for a given number of
quantization centers nq. This problem can be viewed as a quantization problem, where we want to minimize
squared-error distortion caused by the quantization. Solution to this problem has been proposed by Linde, Buzo,
and Gray in 80's in Ref. 2. By using the notation introduced above, the algorithm (called LBG), is designed to
minimize

nq∑
i=1

∑
dj∈NN(qi)

Fj(x)‖dj − qi‖2, (6)

where Fj(x) denotes the value (probability) of the bin dj in the full histogram extracted from image x and qi
denotes the quantization center qi ∈ Q.

Notice that the criteria (6) utilizes only (average) histogram of cover or stego images. Thus, the LBG
algorithm �nds quantization centers characterizing probability distribution in either cover or stego images, but
not highlighting the di�erence between them.

Comparing Figures 5(a,b) with Figures 5(c,d), we can observe that the information about covers, and about
di�erences between covers and stegos are located in the same regions. This phenomenon is caused by the fact that
bins with higher probability are more likely to be modi�ed by the embedding than the bins with low probability.

The LBG algorithm used to �nd quantization centers to model probability distribution in cover images is
well suited for universal steganalysis. But with the respect of the above, the same quantization centers can be
used for targeted steganalysis as well with very good results.

We point out that the Hugo algorithm tries to preserve model capturing co-occurrences of three residues with
�lter [+1,−1]. Figures 5(a,c) shows this situation with the di�erence of capturing only two elements. Yet we can
see that the highest di�erences are located in the areas of high probability.

In this paper, we call this approach modeling distributions in cover images lbg algorithm. Besides the lbg
algorithm, we also evaluate the simple approach taking nq bins with the highest estimated probability. We call
this approach top.

‡The histograms are estimated from 100 pairs of cover image and from the same stego image embedded by Hugo15

algorithm with payload α = 0.4 and T = 80. The images were randomly chosen from Bossbase-1.0.



order normalization �lter
1 1 [+1,−1]
2 2 [+1,−2,+1]
3 3 [+1,−3,+3,−1]
4 6 [+1,−4,+6,−4,+1]
5 10 [+1,−5,+10,+5,−1]
6 20 [+1,−6,+15,−20,+15,−6,+1]

Table 1: Filters to calculate image residues used in the experiments.

4.2 Modeling the di�erences between distributions

To tweak the LBG algorithm to characterize regions with di�erences between cover and stego distributions,
the LBG algorithm is executed twice. In the �rst execution, the LBG algorithm �nds nq

2 quantization centers
approximating the probability distribution of all bins dj with a positive di�erence Fj(xcov) − Fj(xstg) > 0. In
the second execution, the LBG algorithm �nds remaining nq

2 quantization centers approximating the probability
distribution of all bins dj with a negative di�erence Fj(xcov) − Fj(xstg) < 0. Finally, the quantization centers
found in both executions are joined together and the joined set Q is used as a solution. The solution of the
presented heuristic algorithm is certainly not optimal, but the belief is that it is reasonably good, since the LBG
algorithm used to solve the sub-problems is asymptotically optimal.

This algorithm is called lbg-di�. As in the previous section, we also evaluate the simple approach taking nq

bins with the highest di�erences in probability of cover and stego images. We call this approach di�-top.

4.3 Implementation details

The biggest obstacle in the practical realization of the presented heuristic algorithms is the implementation of the
non-quantized histogram F(x), because the number of its bins can be very large. In order to keep the number of
its bins reasonable low, we have restricted the algorithm to use only bins with the probability (of di�erence) higher
than the design threshold τ. In experimental section it will be shown that this only parameter of the algorithm
(besides the number of quantization bins nq) plays an important role. It controls the extent, to which the
algorithm approximates bins with very low probability, which greatly contribute to the distortion (6) if they are far
from the quantization center. In our experiments, we have tried four di�erent values of τ ∈ {0, 10−5, 10−4, 10−3}.
In the case of τ = 0, we have used 107 most important histogram bins to make the algorithms computationally
feasible.

5. EXPERIMENTS ON HUGO

This section presents empirical evaluation of the proposed methods for �nding quantization centers. Namely
methods top, di�-top, lbg, and lbg-di� are compared. Since the last two methods depend on the parameter τ,
four di�erent values of τ ∈ {0, 10−5, 10−4, 10−3} were compared. Thus, for every number of quantization centers
nd, number of modeled co-occurrences t ∈ {3, 4}, and type of the �lter (Table 1) , we tested 10 di�erent methods.

The methods were tested on six di�erent �lters (Table 1) introduced in.11 Contrary to the Ref. 11, the image
residues after �ltering were not divided by the normalization and they were not rounded. These operations are
considered as a part of the quantization, which should be determined by the presented methodology.

The quantization centers founded by the proposed heuristics have been compared to quantization centers
used in the prior art,11,14 which are

Q3d = {(i, j, k) |i, j, k ∈ {−T, . . . , T}} (7)

for histograms of co-occurrences of 3 elements (we use T = 3 to obtain 343 quantization centers), and

Q4d = {(i, j, k, l) |i, j, k, l ∈ {−T, . . . , T}} (8)

for histograms of co-occurrences of 4 elements7 (we use T = 2 to obtain 625 quantization centers). In the prior art
the image residues are divided by the normalization constant (see Table 1) and rounded to the nearest integer.



τ 256 343 512 1024

co
ve
r

top � 0.388 0.383 0.387 0.370

lbg 10−3 0.409 0.396 0.396 0.391
lbg 10−4 0.415 0.413 0.390 0.382
lbg 10−5 0.429 0.423 0.422 0.400
lbg 0 0.446 0.452 0.433 0.411

co
ve
r
-
st
eg
o di� � 0.396 0.387 0.381 0.372

lbg-di� 10−3 � � � �
lbg-di� 10−4 0.412 0.393 0.387 �
lbg-di� 10−5 0.442 0.442 0.424 0.412
lbg-di� 0 0.478 0.483 0.473 0.456

reference - hypercube � 0.381 � �
Table 2: Average classi�cation error for the proposed heuristics and the prior art. The steganalytic features were
based on histogram of co-occurrences of 3 elements and �lter [+1,−1]. Methods utilizing only cover images, and
cover and stego images are separated. Captions 256, 343, 512, and 1024 denote number of quantization centers.

This operation is equivalent to the multiplication of quantization centers by the appropriate normalization
constant. In our experiments, we have followed the latter approach. In this paper, these quantization centers
are called hypercube.

Steganalytic features were extracted following the methodology introduced in Section 2. Histograms of co-
occurrences were calculated along horizontal and vertical axis. Corresponding bins from both histograms were
summed exactly in the same way as in Ref. 11, 14 and normalized such that the sum of the resulting feature
vector was equal to one.

The quality of founded quantization centers (features) has been estimated by the ensemble classi�er recently
proposed in Ref. 13 with training/testing ratio set to 0.33 and with automatic setting of number of weak classi�ers
and dimension of randomly selected features. We report average error Pe = 1

2 (Pfp + Pfn) from 10 repetitions of
the training and testing with di�erent splits (Pfp/ Pfn corresponds to estimated probability of false positive /
false negative respectively).

Finally, the experiments utilized Boss-base 1.03 containing 10 000 images. The material section of BOSS
site5 o�ers images, which are already scaled and cropped to �xed size of 512 × 512 and converted to greyscale.
The same images are available after being embedded by Hugo15 algorithm with a �xed payload α = 0.4 and with
T = 80. These small images were used in the experiments.

5.1 Co-occurrences of 3 elements

This subsection discusses results obtained by using histogram of co-occurrences of 3 elements. Results obtained
by using �lters [+1,−1] and [+1,−4,+6,−4,+1] are discussed in more detail, because they exhibit an opposite
pattern. The results on other �lters are similar, and consequently, they are discussed brie�y.

Results on features extracted with the �lter [+1,−1] (Table 2) show that the best error for 343 quantization
centers has been achieved by using hypercube (7) approach, but quantization centers determined by top and di�

approaches closely follows. In fact, di�erences between errors are very small and they might not be statistically
signi�cant. Top and di� approaches do not utilize the lbg algorithm and we believe that the reason for their
superiority is that for this �lter the number of bins with high probability is very small (i.e. the probability
distribution is concentrated around the origin) and merging neighboring bins together is not an advantage.

As has been discussed above, the LBG algorithm approximates whole probability distribution. This means
that centers with small probability but far away from the nearest quantization center can have large contribution
to the distortion function (6) and therefore they greatly in�uence the �nal solution, despite not being important
for the classi�cation problem. The fact that quantization centers found by lbg and lbg-di� algorithm with high
values of τ = 10−3/10−4 provide errors close to those of top and di� supports this explanation, as in these cases
the algorithm did not utilize bins with small probability.



τ 256 343 512 1024

co
ve
r

top � 0.325 0.318 0.314 0.303
lbg 10−3 0.315 0.313 0.303 0.296
lbg 10−4 0.307 0.303 0.302 0.292
lbg 10−5 0.320 0.312 0.299 0.292

lbg 0 0.367 0.366 0.348 0.326

co
ve
r
-
st
eg
o di� � 0.327 0.320 0.311 0.298

lbg-di� 10−3 � � � �
lbg-di� 10−4 0.317 0.307 0.307 0.295
lbg-di� 10−5 0.329 0.319 0.306 0.303
lbg-di� 0 0.436 0.432 0.421 0.389

hypercube � 0.322 � �
Table 3: Average classi�cation error for the proposed heuristics and the prior art. The steganalytic features
were based on histogram of co-occurrences of 3 elements and �lter [+1,−4,+6,−4,+1]. Methods utilizing only
cover images, and cover and stego images are separated. Captions 256, 344, 512, and 1024 denote number of
quantization centers.

order of
�lter lbg lbg-di� hypercube

1 0.396 (τ = 10−3) 0.393 (τ = 10−4) 0.381
2 0.316 (τ = 10−3) 0.319 (τ = 10−4) 0.314
3 0.308 (τ = 10−4) 0.308 (τ = 10−4) 0.335
4 0.303 (τ = 10−4) 0.307 (τ = 10−4) 0.322
5 0.305 (τ = 10−5) 0.305 (τ = 10−5) 0.327
6 0.302 (τ = 10−5) 0.308 (τ = 10−5) 0.324

Table 4: The average classi�cation error for variants of lbg and lbg-di� heuristics providing the lowest values
for 343 quantization centers. The average error on hypercube centers is provided for reference. The steganalytic
features were based on histogram of co-occurrences of 3 elements and �lters from Table 1.

On the other hand, results on features extracted with the �lter [+1,−4,+6,−4,+1] (Table 3) show that the
proposed lbg heuristic algorithm found quantization centers superior to the hypercube. Moreover, the top and di�

approaches are inferior to those utilizing LBG algorithm. These results supports the conclusions of the previous
paragraph. The probability distribution in case of more complicated �lters is not peaky, but rather �at and
there is a large number of bins with high probability (see Figures 2(a,b)). The LBG algorithm quantizes many
bins together, which better characterizes the distribution for a given number of quantization centers, and leads
to the better classi�cation.

Table 4 shows average errors achieved by using 343 quantization centers returned by lbg and lbg-di� heuristics.
The errors are provided for six di�erent �lters together with the average error on hypercube centers. We can
observe that the hypercube quantization centers are better only for the �rst order �lter. For the third and higher
order �lters the quantization centers returned by the proposed heuristics are better by two or more percents.

5.2 Co-occurrences of 4 elements

The average errors of features modeling co-occurrences of four elements using the simplest �lter [+1,−1] is shown
in Table 5. The results support the conclusions drawn in the previous subsection. The probability distribution
of co-occurrences of four residues is not as peaky as in the case of three residues. This phenomenon is exhibited
by the fact that the hypercube quantization centers provides similar error as the quantization centers found by
lbg based heuristics.

Table 6 shows average errors achieved by using 625 quantization centers returned by lbg and lbg-di� algorithms
together with errors on hypercube quantization centers. Again, the errors are shown for all six �lters from Table 1.
We can observe that quantization centers found by the proposed algorithms are better (the errors are on average
by two percents lower) that the hand-designed ones. Also notice that the improvement diminishes with the



τ 256 512 625 1024

co
ve
r

top � 0.307 0.291 0.288 0.286
lbg 10−3 0.315 0.292 0.297 0.285
lbg 10−4 0.320 0.296 0.288 0.281
lbg 10−5 0.343 0.304 0.303 0.283
lbg 0 0.460 0.422 0.412 0.376

co
ve
r
-
st
eg
o di� � 0.332 0.302 0.294 0.280

lbg-di� 10−3 � � � �
lbg-di� 10−4 0.314 � � �
lbg-di� 10−5 0.338 0.304 0.300 0.284
lbg-di� 0 0.478 0.462 0.454 0.444

reference - hypercube � � 0.288 �
Table 5: Average classi�cation error for the proposed heuristics and the prior art. The steganalytic features were
based on histogram of co-occurrences of 4 elements and �lter [+1,−1]. Methods utilizing only cover images, and
cover and stego images are separated. Captions 256, 512, 625, and 1024 denote number of quantization centers.

order of
�lter lbg lbg-di� hypercube

1 0.288 (τ = 10−4) 0.289 (τ = 10−4) 0.288
2 0.265 (τ = 10−5) 0.266 (τ = 10−5) 0.279
3 0.263 (τ = 10−5) 0.266 (τ = 10−5) 0.284
4 0.283 (τ = 10−4) 0.289 (τ = 10−5) 0.302
5 0.293 (τ = 10−5) 0.303(τ = 10−5) 0.313
6 0.306 (τ = 10−5) 0.306 (τ = 10−5) 0.317

Table 6: The average classi�cation error for variants of lbg and lbg-di� heuristics providing the lowest values
for 625 quantization centers. The average error on hypercube centers is provided for reference. The steganalytic
features were based on histogram of co-occurrences of 4 elements and �lters from Table 1.

higher order. We believe that this is because after �ltering by higher order �lters, there would be relatively few
histogram bins with the probability above the threshold τ and it should be therefore lowered.

5.3 General discussion

By careful comparison of the best error rates achieved on quantization centers found by lbg and lbg-di� approaches
(Tables 4 and 6), one can see that they are very similar. This phenomenon is not intuitive, as one would guess
that lbg-di� approach better enhances di�erences between probability distributions of cover and stego images
leading to better solution. But the experimental results does not support this intuition. We believe that this is
because areas with highest di�erence in probability coincide with areas with high probability (see Figure 2) and
unless the steganographic algorithm is not particularly �awed, the embedding changes occur at areas with high
probability, which are modeled by the LBG algorithm. This is an important �nding for universal steganalysis,
as it shows that lbg algorithm can be used to �nd good quantization centers. In the same time, there are cases
when the lbg-di� approach would be better, for example the case of weakness in Hugo algorithm described in.7

Results in Tables 4 and 6 show that the optimal value τ of the threshold on histogram bins used in the LBG
algorithm depends on how peaky is the probability distribution function to be characterized and on the number of
quantization centers to be founded. The general guideline is following. For small number of quantization centers
and peaky probability distributions its value should be higher. For higher number of quantization centers and
�at probability distributions its value should be smaller. Since the dependency between τ and the error rate is
straightforward, we believe that it would be possible to create algorithm to �nd an optimal value.

6. CONCLUSION AND FUTURE WORK

This paper presents a method to improve the current art on the histograms down-sampling in co-occurrence
based steganalytic features by merging neighboring bins together. It has argued, why the problem is similar to



the problem of designing a vector quantizer. Since the latter problem has been already successfully solved by
the prior art, we have adopted the solution to our problem. We have also proposed a modi�cation in order to
highlight di�erences between distributions in cover and stego images.

The presented approach to the reduction of histogram bins has been experimentally compared to the solution
used in the prior art. In the experiments, we have attacked the Hugo algorithm which represents the state
of the art steganographic algorithm for spatial domain. The experiments showed that the proposed approach
non-negligibly increases the quality of the resulting features, hence the accuracy of the steganalysis. It also
signi�cantly simpli�es the use of more complicated �lters and paves the road towards features based on histogram
of co-occurrences of �ve elements. The last statements needs to veri�ed, which is the plan for the future work.

We also highlight that the algorithm utilizing only probability distributions in cover images achieved perfor-
mance similar to the algorithm utilizing probability distributions in cover and stego images. The explanation of
this phenomenon is that histogram bins with high probability in cover images are a�ected more by the embedding
operation that the ones with the low probability. Therefore areas of high probability coincides with areas of high
di�erence in probability, which makes the solutions to be similar. We believe this results to be important for the
universal steganalysis.
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APPENDIX A. LBG ALGORITHM

Let assume we have an set of histogram bins D = {di ∈ Rt}si=1 with corresponding probabilities (frequencies)
{fi ∈ R}si=1 . The goal is to �nd a set of quantization centers Q = {qi ∈ Rt|i ∈ {1, . . . , nd}} minimizing the
objective function

nd∑
i=1

∑
dj∈NN(qi)

fj‖dj − qi‖2.

LBG algorithm is an iterative algorithm, which starts with one quantization center. In every iteration, all
centers are split into two new centers. This process is repeated until the desired number of quantization centers
is obtained. The following description of the algorithm has been taken from.1

Initialization: The initial quantization center is a simple weighted average of all bins,

q∗1 =

∑s
j=1 fjdj∑s

j=1 fj
.

For the distortion used in the stopping criteria holds

D∗ =
s∑

j=1

fj‖dj − q∗1‖2.

Splitting: Every quantization center is split into to. Assuming there is nd quantization centers, the new centers
are created as follows

q
(0)
i = (1− ε)q∗i

q
(0)
i+nd

= (1 + ε)q∗i ,

where ε is a small positive constant and i ∈ {1, . . . , nd}. After all quantization centers are split, we set nd = 2nd.



Optimization of centers: Set k = 0 and D(0) = D∗

1. Update the quantization centers

q
(k+1)
i =

∑
dj∈NN(q

(k)
i )

fjdj∑
dj∈NN(q

(k)
i )

fj
,

where i ∈ {1, . . . , nd} and NN(q(k)
i ) denotes the set of nearest neighbors of q(k)

i , i.e.

NN(q(k)
i ) =

{
dj ∈ D

∣∣∣(∀r)(‖dj − q(k)
i ‖ ≤ ‖dj − q(k)

r ‖
)}

.

2. Set k = k + 1.

3. Update the distortion

D(k) =
nd∑
i=1

∑
dj∈NN(q

(k)
i )

fj‖dj − q(k)
i ‖2.

4. if D(k−1)−D(k)

D(k−1) > ε, go back to step 1.

5. Set D∗ = D(k) and set q∗i = q
(k)
i .

Splitting and optimization phases of the algorithm are repeated until the desired number of quantization centers
is reached.
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