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Abstract. We present a method that improves the results of network intrusion detection by integration of several anomaly detection algorithms
through trust and reputation models. Our algorithm is based on existing network behavior analysis approaches that are embodied into several
detection agents. We divide the processing into three distinct phases:
anomaly detection, trust model update and collective trusting decision.
Each of these phases contributes to the reduction of classification error
rate, by aggregation of anomaly values provided by individual algorithms,
individual update of each agent’s trust model based on distinct traffic
representation features (derived from its anomaly detection model), and
re-aggregation of the trustfulness data provided by individual agents. The
result is a trustfulness score for each network flow, which can be used to
guide the manual inspection, thus significantly reducing the amount of
traffic to analyze. To evaluate the effectiveness of the method, we present
a set of experiments performed on real network data.

1

Introduction

This paper presents a specific application of techniques from agent trust modeling in the domain of Network Intrusion Detection and shows how to apply
these techniques to combine several intrusion detection methods and improve
the quality of their decisions.
The purpose of the Network Behavior Analysis (NBA) systems [1] is to identify the attacks against the network infrastructure and hosts by observing the
significant events in the structure and volume of network traffic. Most of the NBA
systems are based on anomaly detection [2] principles – they build the model of
the traffic in the network from the past observations, predict the properties of
current traffic and identify the potentially malicious actions by comparing the
prediction with observed traffic.
The proposed method is based on system observation using the NetFlow data
that may be provided by routers (the protocol was originally defined by Cisco

[3]) or specialized devices [4]. Each flow corresponds to one direction of TCP
connection (or UDP/ICMP equivalent); all packets with the same source IP
address (srcIP ), source port (srcPrt), destination address (dstIP ), destination
port (dstPrt) and protocol (TCP/UDP/ICMP) constitute the flow. In addition
to these definition parameters, we can observe supplementary data, such as number of bytes, packets, duration of flow and other parameters. The NetFlow data
is aggregated over an observation period, typically a 5 minute interval. Once aggregated, the NBA system extracts relevant features of the data and concludes
which flows are malicious, and which are part of the legitimate network traffic.
The usefulness of current NBA systems is severely impacted by two major
shortcomings: their limited effectiveness, i.e. high error rate [5, 6], and relatively
low efficiency, which does not allow their deployment on high bandwidth network
links. The effectiveness of an IDS system is typically described by two values,
the ratios of false positives and false negatives. The false positives are the
legitimate, non-malicious flows that are classified as malicious, while the false
negatives are malicious flows classified by the system as legitimate. We will
describe the efficiency of an IDS system in terms of number of network flows
per second it can process, as this value is directly associated with the network
bandwidth.
Our work uses the techniques developed in the field of agent-based trust and
reputation modeling to improve the effectiveness of the system. Furthermore, the
deployment within an efficient agent platform supports natural parallelization
of tasks and thus easy distribution across multiple processor cores. Specifically,
we improve the error rate of the collective detection system by:
– separation of short term anomaly detection and long-term trust modeling
– collaboration between heterogeneous trusting agents, with following processes:
• anomalies are considered by individuals only if they are consistently
identified by anomaly detection models of majority of agents
• anomalies are considered only if the flows that constitute them fall into
one or few traffic classes in the trust models of individual agents
• reputation mechanism integrates the trustfulness data from several agents
In Section 2, we will discuss the necessary extension of trust modeling techniques, before presenting the anomaly detection algorithms in Section 3 and the
core contribution of this work in Section 4. We evaluate our solution on real data
in the experiments described in Section 5, and discuss the related work before
concluding.

2

Extended Trust Modeling

Trust models [7–10] are specialized knowledge structures designed to maintain information about the trustworthiness of the partners, either acquired from agent’s
own interactions, observed from the interactions of others, or received from other

agents by means of reputation mechanism [11]. The design of trust models emphasizes features such as fast learning, robustness in response to false reputation
information [12] and robustness with respect to environmental noise. Extended
trust models [13, 14] are used to address several important assumptions of trust
models and to make them more relevant for practical deployment. Extended
trust models are able to:
– include the context of the trusting situation into the reasoning, making the
trust model situational,
– use the similarities between trustees and situations to infer their trustfulness
during the first encounter, and
– protect the model against trustee identity changes.
To achieve these goals, extended trust models are inspired by machine learning [14] and pattern recognition [13] approaches. The models achieve these goals
by reasoning not about the performance of specific agents, but about the trustfulness of more general identities situated in a specific context. More specifically,
each trustee and trusting situation are described by a set of relevant observable
features (feature vector). These features define the feature space, a metric space
on which the trust model of each agent operates. Trustfulness is determined for
significant clusters in this space (i.e. reflects the behavior of a class of similar
agents in a similar situation), and Section 4 describes the update and query
operations in more detail.
In the network security domain, low trustfulness of the flow means that
the flow is assumed to be malicious, i.e. a part of an attack. Trustfulness is
determined in the [0, 1] interval, where 0 corresponds to complete distrust and
1 to complete trust. The identity of each flow is defined by the features we
can observe directly on the flow: srcIP, dstIP, srcPrt, dstPrt, protocol, number
of bytes and packets. If two flows in a data set share the same values of these
parameters, they are assumed to be identical. The context of each flow is defined
by the features that are observed on the other flows in the same data set, such as
the number of similar flows from the same srcIP [15], or entropy of the dstPrt of
all requests from the same host as the evaluated flow [16]. Identity and context
features are used to define the feature space for each specific type of agent
introduced below.

3

Detection Agent Types

This section briefly presents the anomaly detection techniques and traffic features
used by most important types of detection agents in the system. All agents use
the same representation of flow identity, but differ in the context dimensions of
the feature space, as we will describe below. The feature space distance function
(metrics) is a sum of two components, one covering the identity subspace, the
other context subspace dimensions. The identity component is identical for all
agent types, and type-dependent context distance is described with each agent
type below:

MINDS algorithm [15] builds the context information for each flow using the:
number of flows from the same source as the evaluated flow, number of flows
towards the same destination host, number of flows towards the same destination
from the same source port, and number of flows from the same source towards
the same destination port. This makes the context space four dimensional, with
logarithmic distance scale in each dimension, combined into the global distance
as a sum of their squares. Contrary to the original work, we judge the anomaly
from the difference between the floating average of past values and observation
in each of the four context dimensions.
Xu et. al. [16] actually classifies the traffic sources, which imposes the same
context for all flows from the same srcIP. For each source, we determine the
normalized entropy of the set of source ports, destination ports and destination
IPs of all the flows from this source, thus defining a 3D context. Anomalies are
then determined by application of static classification rules that divide the traffic
into normal and anomalous classes. Distance between the contexts of two flows
is computed as a difference between the 3 normalized entropies of each flow,
combined as sum of squares.
Volume prediction algorithm [17] uses the Principal Components Analysis to
build the model of traffic volumes from individual sources in number of bytes,
packets and flows. Then, it identifies the difference between the predicted and
real traffic for each source IP and all flows from the source are assigned this value
transformed into the [0, 1] interval as anomaly. Again, the context is identical
for all flows from the same source, and is defined by the difference between the
predicted and real number of flows, packets and bytes from the srcIP of the flow.
Distance in each of the 3 context dimensions is logarithmic, combined as a sum
of squares.
Entropy prediction algorithm [18] works in exactly the same manner as the
previous type, but predicts the entropies of dstIP, dstPrt and srcPrt instead of
traffic volumes. To aggregate the distance in the context subspace, we determine the distance between the residual entropies as an absolute value of their
difference, and add their squares. For detailed discussion of agent types and modifications of original algorithms, please refer to our previous publication [19].

4

Collective Detection Process

The detection agents in the system cooperate to improve the detection performance. Each agent is based on a specific anomaly detection method (as introduced above), and each agent’s method also defines the features used to represent
the context of the flow in its trust model. Therefore, the models differ between
the agents, and we can not perform direct translation between them. Specificity
of the trust model and anomaly detection method improves anomaly detection
results, reduces the dimensionality and reduces the computational requirements
of the trust model. It also directly contributes to elimination of false positives,
as we will discuss in Section 4.1. On the downside, model specificity limits the

collaboration to those stages in the process when the agents can use a common
language to share the anomalies or reputation values relative to individual flows.
At the end of observation interval j, all detection agents X ∈ Ags receive
the same input set Φj of network flows ϕi,j , and this data is the only algorithm
input for each observation period j. The processing is performed in three stages:
– anomaly detection,
– trust model update, and
– flow classification by individual and collective trustfulness determination
Before the detailed discussion of these stages, we will introduce the most
important terms:
Anomaly AX (ϕi,j ) is a number in the [0, 1] interval describing agent’s X
opinion about the anomaly of the flow ϕi,j in the current set Φj . One represents
the maximal anomaly, and zero no anomaly at all. It is provided by the anomaly
detection method embedded in the detection agent X.
Trustfulness ΘX (ϕi,j ) value can be determined for any feature vector in the
feature space of agent X. It falls into the [0, 1] interval as well, and it indicates the
estimated level of maliciousness. Flows with trustfulness close to 0 are considered
to be malicious, while the flows with high trustfulness are classified as legitimate
(trusted).
Feature vector ixX (ϕi,j ) represents the identity and context features determined for the flow ϕi,j by agent X in the feature space. We use the term centroid
to denote the permanent feature vectors rk that are positioned in the feature
spaces of trusting agents. The centroids act as trustees of the model, and the
trustfulness value Θ(rk ) of each centroid is updated with relevant observations,
and used to deduce the trustfulness of feature vectors in its vicinity.
Metrics distX (ixX (ϕi,j ), ixX (ϕk,l )) determines the distance of two feature
vectors in the feature space of agent X. As mentioned above, each agent type has
a metrics defined by its context representation (and the shared identity part), and
we shall emphasize that: distX (ixX (ϕi,j ), ixX (ϕk,l )) = distY (ixY (ϕi,j ), ixY (ϕk,l ))
almost never holds for X 6= Y .
After the introduction of terms, we will describe the stages of the algorithm:
Anomaly detection. During the anomaly detection stage, each individual
agent A uses its embedded anomaly detection method to determine the anomaly
AA (ϕi,j ) of each flow of the set Φj . As the features (dimensions) of the feature
space of agent A are identical to those used by its anomaly detection method,
we can (informally) write AA (ϕi,j ) = AA (ixA (ϕi,j )) to emphasize that the information in the feature vector ixA (ϕi,j ) of the flow is sufficient to determine
its anomaly. The anomaly values are shared with other detection agents, and
used as an input in the second phase of the processing – all agents thus have the
same aggregated anomaly value AAgs (ϕi,j ) for each flow, shown in Eq. 1, and
this value averages the anomaly opinions of all detection agents:
X
1
AX (ixX (ϕi,j ))
AAgs (ϕi,j ) =
|Ags|
X∈Ags

(1)

Trust update. During the trust update, the agents integrate the anomaly values of individual flows from the set Φj into their trust models. As the reasoning
about the trustfulness of each individual flow is computationally infeasible and
unpractical (the flows are single shot events by definition), the extended model
holds the trustfulness Θ(rk ) of centroids rk (significant flow samples, e.g. centroids of fuzzy clusters) in the feature space, and the anomaly AAgs (ϕi,j ) of
each flow ϕi,j is used to update the trustfulness of centroids in its vicinity. Eq. 2
specifies the operation performed for each flow:
0
ΘA
(rk ) = trust((ΘA (rk ), Wk ), (1 − AAgs (ϕi,j ), wk ))

(2)

wk is the weight of the update for the trustfulness associated with rk , decreasing
with the distance between ixA (ϕi,j ) and rk :
wk = e−distA (ixA (ϕi,j ),rk )

(3)

and Wk is the aggregated weight of all past updates to Θ(rk ). The operation
trust denotes the weighted update of trustfulness, and depends on the trust
model used in the mechanism. The trust model we use represents the trustfulness
with triangular fuzzy numbers [20], with the core defined as average value of the
trust observations (i.e. 1 − AAgs (ϕi,j )), and the width of the fuzzy number
representing the uncertainty or inconsistence of the past observations. The core
of the fuzzy number (also denoted ΘA in this paper, as it is used as a defuzzyfied
value in the subsequent parts of the processing) is thus updated as:
0
ΘA
(rk ) =

Wk · ΘA (rk ) + wk · (1 − AAgs (ϕi,j ))
Wk + w k

(4)

When we update the trust models with the first flow ϕ1,1 of the first data set
Φ1 , there are no centroids present yet, and the centroids are created progressively
as the model processes the input data. Creation is based on a simplified LeaderFollower clustering algorithm [21], which always creates a new centroid with the
same position as ixA (ϕi,j ) if a distance to the closest existing centroid is greater
than predefined cutoff distance3 .
Collective trust estimation. In the last stage of processing, each agent determines the trustfulness ΘA (ϕi,j Φj ) of each flow ϕi,j from the current set Φj .
To determine the trustfulness of individual flow ϕi,j , we aggregate the trustfulness ΘA (rk ) associated with the centroids in the vicinity of flow’s feature vector
ixA (ϕi,j ). This operation is shown in Eq. 5.
3

Cutoff distance thus determines the density of centroids in the feature space, and
consequently the computational cost of the model. When the ixA (ϕi,j ) falls into
the proximity of an existing centroid, the L-F algorithm specifies that the position
of the closest centroid shall move in the feature space towards the last sample. In
our implementation, such behavior would be highly undesirable (and thus is not
implemented), as the values ΘA (rk ) are relative to their positions, and any shift
could impact their relevance.

ΘA (ϕi,j ) = weaggrk (ΘA (rk ), wk )

(5)

The operation weagg is a suitable weighted aggregation mechanism, and is determined by the trust model used for trustfulness representation. When we concretize the weagg operation as a weighted average, we obtain:
P
(ΘA (rk ) · wk )
P
(6)
ΘA (ϕi,j ) =
wk
with both sums over the set of centroids in agent’s trust model.
All agents provide their trustfulness assessment (which is conceptually a reputation opinion) for all flows to the aggregation and visualization agents, and the
aggregated values are then used for traffic filtering. To perform the aggregation,
we average the trustfulness opinions for each flow, as shown in Eq. 7. Aggregated
trustfulness values for each flow constitute the output of the algorithm:
X
1
ΘX (ϕi,j )
ΘAgs (ϕi,j ) =
|Ags|
X∈Ags
4.1

(7)

Algorithm Properties

All three stages of the processing as listed above are designed to reach a joint
conclusion between several anomaly detection method. We argue (and also show
in the experiments on real networks) that the quality of joint conclusion is higher
than the quality of the estimation provided by any single method, and that each
of the algorithm stages contributes to quality improvement. In the following, we
will discuss the elements that improve the quality of the conclusions reached by
the proposed system.
Anomaly detection method integration. In Eq. 1, the algorithm integrates
the anomaly values for each flow, and therefore minimizes the impact of traffic
irregularities reported by a single method. This approach is not novel per se,
but it already minimizes the impact of possible false positives using only the
anomaly data, before the start of trust update process (see Fig. 1).
Trustfulness aggregation. During the update of the trust model, each agent
creates the centroids rk in its own feature space, and updates their trustfulness
ΘA (rk ) with the anomaly of flows in their vicinity. If there is only a single agent
in the system (thus AAgs (ϕi,j ) = AA (ϕi,j )), this aggregation of anomalies into
trustfulness has only limited impact. This is due to the fact that the features
of the flow determine its feature vector ixA (ϕi,j ), and the anomaly AA (ϕi,j ) is
determined from the vector values and status of the anomaly detection model.
Therefore, we only aggregate the anomalies with the anomalies determined for
similar flows in the past. However, even this aggregation helps to eliminate the
effects of non-systematic irregularities in the traffic model.
When we combine multiple agents in the system, the situation becomes
more interesting as each agents updates the anomaly value AAgs (ϕi,j ) over the

centroids in their trust models. As each agent uses a distinct feature space and
metrics, it has a different insight into the problem – the flows are positioned
(clustered) according to the different criteria, and the cross correlation implemented by sharing of the anomaly values used to update the trustfulness helps
to eliminate random anomalies. Let’s assume that some of the flows constitute
one anomaly, this anomaly was identified by a majority of agents and that the
anomaly AAgs (ϕi,j ) of these flows is high. This implies that the flows are adjacent in the feature space of the agents that have identified them (because
they are part of one anomaly identified by the anomaly detection model), and
that during the trust update phase, their anomaly will significantly influence the
trustfulness of one or few centroids rk (see left segment of Fig. 2 ). On the other
hand, when another agent does not detect these flows as anomalous, they will get
dispersed among the clusters (not being recognized by agent’s methods neither
as anomalous, nor as similar to each other), and they will have only limited influence on the trustfulness of the centroids in their neighborhood (right segment
of Fig. 2). This effect further eliminates the false positives, as it requires the
untrusted flows to have previously unknown features, therefore creating a new
centroid and pushing its trustfulness to low values, or to be similar to existing
untrusted cluster(s).
From the computational complexity perspective, the trust update/query/integration
phases of the presented algorithm is characterized as |Φj | · |{rk }| for each agent
[13], thus |Ags| · |Φj | · |{rk }| for the whole system. It is linear in Φj , enabling
the deployment of the system on the gigabit grade links using single multi-core
PC. Memory requirements of each agent’s model are linear in the number of
centroids |{rk }|. Complexity of individual anomaly detection algorithms is not
considered in the estimation, but has not been a concern on real data.

5

Experimental Evaluation

In order to evaluate the effectiveness of our approach and to illustrate the properties discussed in Section 4.1, we have used the data acquired during the tests
of our system on a live university network. We have performed two types of
tests: in the first series, we have launched a series of scanning and profiling attacks against a selected host inside the surveyed network, and observed whether
these attacks (using standard nmap scanner [22]) can be discovered on the background of the real traffic. In the second type of tests, we have tried to detect
the third party attacks that were independently manually identified by network
administrators.
Before the presentation of aggregated results, we will present several situations that illustrate the algorithm behavior discussed in Section 4.1. In Figure 1,
we can see the importance of anomaly aggregation as specified in Eq. 1 – when
running alone, the agent is not able to detect the attack traffic (horizontal scan,
1000 flows, represented as surface in the graphs) as anomalous, and most of the
attack flows are then classified with trustfulness close to 1. On the other hand,
when the agent cooperates with the others and uses the common anomaly value
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Fig. 1. Histogram of flow number over trustfulness from the results provided by isolated run of XuDstIP detection agent. (left) and the same agent when running with
the others (right).

AAgs (ϕi,j ), it is able to classify the traffic as untrusted. However, the classification is not perfect, as we can see from lower peaks of attack flow trustfulness
distribution in the right segment of Fig. 1, between 0.3 and 0.5.
Perhaps the most important cooperative filtering effect is that the flows that
are similar for one agent (and fall into the same feature space region) can be
dispersed in the feature space of another agent – when they are coherent there
as well, and are consistently untrusted by all agents, they are classified as an
attack. We can illustrate these two situations in Fig. 2, where we project the
attack and false positive flows respectively over the 3D projections of MINDS
agent’s centroids organized into the tree by similarity. We can see that the attack
flows (from a vertical TCP SYN scan) are concentrated in a single centroid, and
their high anomaly makes this newly created centroid untrusted. In the false
positive case, the flows that were reported by another agent as a possible attack
are dispersed over several existing centroids, and their higher anomaly value
can not significantly influence the trustfulness of the centroids in their vicinity.
Therefore, these flows will be reported with higher trustfulness.
In the experiments presented so far, we have seen the effects of the anomaly
aggregation (Fig. 1) and projection on various feature spaces (Fig. 2). However,
we should establish whether we need to perform the trust model update and
query operations, instead of simply using the aggregated anomaly values directly.
In a specific case of a small size vertical scan (300 UDP flows over 5 minutes),
we can see that the aggregated anomaly of attack flows (red solid surface in the
left segment of Fig. 3) is low, and they are not identified as malicious. On the
other hand, the results of trustfulness aggregation provide much better results
(Fig. 3, right), as they clearly classify the same traffic as untrusted. This is the
effect of a priori low trustfulness associated with centroids around the attack
flows in feature spaces of detection agents.

Fig. 2. 3D projection of agent’s MINDS trust model. Centroids are organized in a
tree, and each flow is attached to the closest centroid and colored by the centroid’s
trustfulness. The attack flows (left) tend to be concentrated around single centroid,
while the false positives identified by another agent are spread over the whole model.
(right)
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Fig. 3. Histogram of flow number by aggregated anomaly AAgs (ϕi,j ) (left). The attack (slow vertical scan, 300 flows, red surface) flows are not classified as anomalous.
Histogram of flow number by aggregated trustfulness ΘAgs (ϕi,j Φj ) (right) correctly
classifies the attack as untrusted.
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Fig. 4. Trustfulness assigned to vertical scans in function of attack intensity in the
set Φj (left), with a specific example of one attack’s classification in the trustfulness
histogram (right).

In Fig. 4, we can see the trustfulness assigned by individual agents and the
whole system to the series of vertical scans that we have launched, in function of
the number of flows during the observation period. The scans vary by approach
(TCP SYN scan, UDP scan, profiling), port ordering and other parameters, but
the results are relatively consistent. Larger scans are reliably detected, opinions
of individual agents are relatively consistent, and the aggregation results detect
all scans with the with more than 1 flow per second (averaged during the whole
period). In this experiment, we say that the attack was detected if the scan flows
are classified between the avg-σ threshold, as shown in the right section of Fig. 4.
Untrusted
AAgs
ΘM
ΘX
ΘE
ΘV ΘAgs
detected 6653 3246 13541 12375 9911 9149 9975 10704 9518 9741
flows
TP
35
168 5841 5868 4709 5242 5712 5833 5864 5769
FP
6618 3078 7700 6507 5202 3907 4263 4872 3654 3972
FP[%] all 15.9% 7.4% 18.5% 15.6% 12.5 % 9.4% 10.2% 11.7% 8.8% 9.5%
detected 72.5 322.3 17.2 16.7 12.5
7.8 11.3 13.5 10.8
6.7
srcIP
TP
1.7
0.2
2.5
2.7
2.3
2.7
2.7
2.3
2.7
2.7
FP
70.8 322.1 14.7 14.0 10.2
5.1
8.6 11.2 8.1
4.0
FP[%] all 1.52% 6.94% 0.31% 0.30% 0.22 % 0.11% 0.19% 0.24% 0.18% 0.09%
Table 1. Benchmark of anomaly models, aggregated anomaly and partial and final
trustfulness. Averaged over 6 data sets, each with 5 minutes of traffic with about 40
000 flows in each dataset.
AM

Anomalous
AX
AE
AV

Once we have determined the system performance limits, we have also evaluated the system on a 30-minute snapshot of real-world traffic, including the
activity of two zombie network nodes and one buffer overflow attack. Table 1

presents the performance of the system in terms of false positives/false negatives, evaluated for flows and distinct incident source IP addresses. We present
the results for individual anomaly detection agents (MINDS: AM , Xu: AX , Entropy: AE and Volume: AV , as defined in Section 3), aggregated anomalies AM
as defined by Eq. 1, trustfulness opinions of individual agents (ΘM , ΘX , ΘV ,
ΘE ) and the final system output ΘAgs defined by Eq. 7. We can see that even
a simple aggregation of anomaly models provides far better results than any
separate model (low FP values for AE and AV are caused by the fact that both
models only consider significant sources of traffic ∼ 10% of hosts). The use of
trust modeling further improves the results by wide margin – we detect more
attacks, with far less false positives. The difference is significant especially in
number of detected traffic sources, where we have reduced the rate of false positives more than two fold compared to AM , while detecting the actual attacks
more reliably. It shall be noted that the number of suspicious sources is a far
better estimator of analysis effort, because of significant variability in incident
size.

6

Related Work

The ideas presented in this paper are relevant to three artificial intelligence/computer
science domains: trust modeling, pattern recognition and classification, and network intrusion detection. As we have already stated in Section 2, the trust models
[10, 7] are specialized knowledge structures that excel in their area of specialization: learning from past observations of trustees behavior, integrating the reputation opinion (and knowledge about social structures) received from other agents
and inferring reliable trust value, which can be then used for trusting decisions.
In the field of network intrusion detection, they provide a very compelling set of
features: they consider trustfulness of reputation [12, 23] or information sources
[24], and integrate these methods with robust approaches to reputation integration [11, 8]. Recent models also concentrate on context representation [14, 13] or
multidimensionality of trust [25].We currently use the trust model described in
[20], which has an advantage of being iterative (i.e. does not hold the history
of observations 1 - AAgs (ϕi,j ) for each rk ), and thus reduces the computational
complexity of the solution.
The field of pattern recognition and classification [21] provides us not only
with the formalism used to represent the traffic in the extended trust models, but
directly addresses the problem of cooperative classification as such. In [26], the
authors introduce a general framework that integrates a major part of previous
work on classifier integration strategies, and this work is directly relevant to
the last step of the algorithm introduced in Section 4. The integration of key
concepts from the classification work into the trustfulness aggregation shall help
us to further improve the system. Agent methods have already been suggested
for similar purpose, in a cooperative person tracking domain [27].
The multi-agent approaches to intrusion detection problems are mostly used
in host-based or hybrid host and network based IDS [28, 29], which perform part

of their sensing on the protected hosts. This allows them to detect several types
of local malicious actions, such as suspicious API calls or anomalous application
activity. In [28], Valeur et al. propose a general framework for alert correlation,
which is able to integrate the data from several sensors, associate the activities
that are part of single attack and distinguish typical sequences of attack actions.
While our approach fits the general theoretical framework introduced in [28],
it differs in many crucial aspects. All the sensors use different input data, integrated detection methods use XML-based IDMEF [30] as a common ontology,
the events detected by individual methods are associated with each other using
time windows, and the system puts a lot of emphasis on the detection of attack
sequences specific to composite attacks. The method introduced in our work is
based on the fact that all the agents use the same input data Φj and collaborate actively (by sharing anomalies) even before submitting their individual
trustfulness values, which are subsequently combined.

7

Conclusion

This paper presents a very specific application of collaborative trust modeling
in a highly competitive domain of network intrusion detection. The goal of our
work is to improve the results provided by state-of-the-art, but still imperfect
anomaly detection algorithms by an addition of overlay layer based on extended
trust modeling and simple reputation mechanism. The method is able to robustly identify the significant network-level events (scans, Denial of Service attacks, worms, peer-to-peer networks) in the traffic and present them to human
supervisor for inspection in a dedicated visualization agent [31].
The application of agent techniques to the problem of network behavior analysis showed that trust modeling techniques distributed over a dynamic community of detection agents can significantly improve the quality of results. Simple
integration of anomaly detection algorithms reduces the error rate significantly,
but most of the benefit is in the overlay trusting layer, which reduces the rate of
false positives and false negatives simultaneously and therefore shows the added
value that the trust modeling techniques can bring to the highly competitive
field of network intrusion detection.
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